HYPOTHETICAL INTERVIEW* WITH AN

ETHICAL

HAC K E R
* What follows is a fictitious interview created by
Lieutenant Colonel Jean-Sébastien Dorne
French Air Force
Cyberspace Subject Matter Expert,
NATO Joint Warfare Centre

ETHICAL HACKER

An ethical hacker's job is to find
potential weaknesses in computer
systems. Ethical hacking is about
"thinking like an attacker to prevent a
black hat hacker from being able to
break into computer systems".
Read more: https://www.dnvgl.no/karriere/
ethical-hacking.html

C H R I S JOURNALIST
ETHICAL HACKER J é r ô m e
Chris: Thank you for this interview, JérÔme. Your job is to intentionally "hack" companies that have employed you to expose
risks in their computer systems. You think like a hacker, but you
operate legally. Your work is important because malicious cyber
activities from state and non-state actors continue to threaten
global security. Can we call this cyberwar?
JérÔme: Well, cyberwar might not be the most appropriate
term, but there are huge tensions, digital fights, and an ongoing transnational competition happening in the cyberspace.
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Chris: When exactly did these tensions start?
JérÔme: It started not long after the first data
was exchanged between two machines, so
around 50 years ago. Since then, we know that
cyberspace never sleeps, and the world-wide
competition today involves states, state-sponsored hacker groups, criminal organizations,
hacktivists, terrorists, black hats and scriptkiddies. The threats include terrorism, sabotage, espionage, data-leaks, and subversion.
However, this global battle is mostly fought
in silence, through covert activities. And the
few we know about through the open source
already constitutes a big concern to us.
Chris: In what way?
JérÔme: I mean in terms of vulnerabilities and
threats. Cyber is a special domain; it is different from the others. Air, land, and sea domains
have existed and have been used for hundreds,
if not thousands, of years. Humanity has conquered them and reshaped them interestingly
with things that now belong to cyberspace as
well. Cyberspace crosses all physical domains.
There are chips and connectivity everywhere,
think of Wi-Fi, 3G, 4G and 5G, Bluetooth,
Radio-Frequency Identification. While the
physical domains have kept their fundamental
features, the cyber domain, on the contrary, is
highly technical, entirely manmade, and less
than a century old. It evolves at a mind-blowing pace with the help of new technologies.
Just think about 5G, or the "Starlink Satellite

“The number
of existing
vulnerabilities
in cyberspace
poses a threat to
almost everything
with a chip
and an Internet
connection.”

Internet Project",1 or the fact that only an estimated five percent of the Internet is visible
through a navigator. In other words, the Internet is much bigger than we can imagine. It has
become big and complex, which makes it very
difficult to control.
With ever-increasing speed, the Internet
has invaded our lives. Just reflect for a moment: we think of a refrigerator as a computer
that cools things, while a car is a computer that
transports people, and a cargo ship is a computer carrying goods through the oceans. A
modern jet fighter has transformed into a flying computer, interconnected with satellites,
ground stations, ships, the pilot's helmet and
other aircraft and command and control stations. Everything has become a piece in a huge
worldwide network.
Chris: But hasn't everything been designed to
be secured and protected?
JérÔme: Not really. It's improving though. I'm
not saying that there is no cybersecurity at all.
You can even say that our computer systems
have never been as secure as they are today.
But we are not anywhere close to a systematic
and integrated cybersecurity. The first ones to
seriously consider cybersecurity were governments in the early eighties. They understood
the cyber risks posed to a nation's sovereignty
from hostile intruders, including threats to its
critical infrastructure (governmental agencies,
energy, water sanitation, food production, the
banking system, the stock exchange, etc.), and
the sensitive data they were handling. For the
vast majority, we are always trying to catch up
on cybersecurity. The vulnerabilities are there,
sometimes only known by a few, such as the
"zero-day exploit"2. These pose a constant and
real threat to all societies, companies, and individuals. For instance, an average of more than
57 Common Vulnerabilities and Exposures
(CVE ― see MITRE database)3 were registered
per day in 2019, potentially affecting millions of
systems. In 1999, when MITRE started counting them, the average number of CVE per day
was close to four! A 2020 CVE, probably ranking in the top vulnerabilities ever revealed,
concerned Windows 10 and was issued by the
United States' National Security Agency in January.4 Remember, these CVEs are only those
discovered and made public. It is no surprise
that there are still a lot of things created with
limited security.

The Internet of Things (IoT) is another
good example. Among the IoT, digital cameras
have been widely hacked in order to turn them
into zombies and perpetrate botnet attacks.5
Electronic toys are rarely designed to have a
strong level of protection against malicious
intents. Hackers have taken control of many
computers to amass calculating power for cryptomining.6 Just think about it: there will be an
estimated 40 billion connected objects in 2025!
The Internet itself, and its protocols (IP, TCP)
make no exception. They were created at a time
when nobody thought about hacking, and they
are still in service today. The number of existing
vulnerabilities in cyberspace poses a threat to
almost everything with a chip and an Internet
connection. It poses a threat to governments,
civilian authorities, military organizations, international organizations, non-governmental
organizations, small or big companies, and of
course, individuals. Additionally, many countries around the globe have seen attempted interference in election processes.
Chris: What about the military?
JérÔme: The military makes extensive use of
the new technologies. The Command and
Control systems, intelligence, surveillance,
and reconnaissance systems, as well as weapon
systems are all largely digitalised. No military
operation is conducted without networks, computers, big data, and artificial intelligence. But
every system takes time to be developed and
threats are evolving much faster.
Think of a spacecraft, for example. It
takes years to design it, and when it is placed in
orbit, it is supposed to last for years or decades.
Unless it has been designed to be upgradable,
most of its techno logy will remain the same
as when launched. Even the upgrading process can carry potential vulnerabilities. This
is one key reason why the military is taking
cyberspace threats very seriously and investing heavily in cyber security. But consider this:
if you are defending your assets and systems,
the hackers scan the attack surface of your
systems, or systems of systems, and look for
vulnerabilities, and one is enough. This is an
asymmetric fight, and your defence is as strong
as its weakest point.
Chris: But don't you need a lot of resources to
carry out cyberattacks?
JérÔme: No, you don't. That's another differ-
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THERE WILL BE AN ESTIMATED
40 BILLION CONNECTED
OBJECTS IN 2025!

A QUICK GLOSSARY OF HACKERS
 White Hat Hacker (Ethical Hackers):
They work with organizations to strengthen the
security of a system, officially, to penetrate
and locate the vulnerabilities, and provide solutions
to fix them and ensure safety.

 Black Hat Hacker:
They attempt to gain unauthorized entry into a system
or network to exploit them for malicious reasons.

 Grey Hat Hacker:
They exploit networks and computer systems, without
any malicious intention, to disclose all vulnerabilities
to law enforcement agencies or intelligence agencies.
Source: https://www.eccouncil.org/ethical-hacking/

ence of cyber from traditional domains. To
build a credible tank battalion, it requires a significant amount of money, lots of research, technology, experience, and a robust training for the
crews. It is the same for aircraft, C4ISR (the
Command, Control, Communications, Computers, Intelligence, Surveillance and Reconnaissance) systems, naval ships, and spacecraft.
The adversary is bound to do more or less the
same to outweigh or counter your forces. But,
in cyberspace the cost of entry is much lower.
It only takes a team of highly skilled hackers to
penetrate a network and do a lot of harm, with
potential consequences at every level: political,
strategic, operational, and tactical.
As for the effects, they are endless. Reputational damage, loss of confidence in the data
or the systems, deception, espionage, sabotage,
subversion are some of the effects. Interestingly, a growing number of countries with limited
traditional military capabilities have now very
credible cyberspace operational capabilities.
Chris: But the bigger the company, the lesser
the risk, right?
JérÔme: It doesn't work like that. In 2012, the
biggest oil company in the world, Saudi Aramco, was the victim of a cyberattack, which
destroyed more than 30,000 computers.7 In
2017, the NotPetya Ransomware hit hundreds

of companies around the world, including one
of the biggest shipping companies, Maersk.8 As
a result of cyberattacks, each company paid a
high price for their exposed vulnerabilities.
Chris: What is the most serious weakness?
JérÔme: This is a good question, and my answer might come as a surprise to you. The
weakest link in the cyber chain is human.
Among the highest threats assessed by many
cybersecurity companies are insider threats
and phishing campaigns. Insider threats are
when someone belonging to the targeted organization constitutes the threat and hits their
own organization from the inside. Phishing
campaigns, on the other hand, are when a person is the targeted vulnerability.
Chris: Can you elaborate a bit more on phishing campaigns?
JérÔme: Phishing (or spear-phishing for even
more focused and targeted phishing attempts)
is the name given to a series of e-mails that are
sent to a large number of people, looking credible enough to make the receiver click on an
attached file, or, a link to a trapped website. In
both cases, a malicious code gives the hacker the
first foothold to the system with enough privileges to continue the attack. One click is enough
to give access to hackers, who then break into

computer systems of the company or organization, move laterally, conduct reconnaissance activities, escalate their privileges and eventually
deliver a cyber effect (disrupt, destroy, compromise, leak data, etc.)
Chris: So, nobody and nothing is entirely protected. What can we do?
JérÔme: Let's be optimistic. There is already a
lot that one can do. Generally speaking, develop a high level of "cyber hygiene" in your organization, assess the risks, take adequate mitigation measures and develop and exercise your
business continuity plan. Train, exercise, and
refine your processes over and over again. Organise both table-top and practical exercises.9
I think entities pretending to possess a perfect
cybersecurity are not credible because there is
no such thing as an entirely secured system.
There is one thing we know for certain and it
is this: the virus/antivirus game will never be
over. Therefore, cybersecurity should never be
taken for granted.
Chris: Is NATO vulnerable to cyber incidents?
JérÔme: NATO operates its own networks, and
they are well-protected. NATO is taking cyber
threats seriously at all levels, and remember, the
threat existed long before NATO recognised
cyberspace as a domain of operations.10 As with
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any other establishment, however, the NATO
network is connected to the outer world, which
bears its own vulnerabilities that may affect the
Alliance indirectly. Think about a potential military operation where NATO first has to build up
situational awareness, which requires data. Data
is provided by multiple sources, not all owned
by NATO, but by NATO member countries, external agencies, or even open source databases.
All sources may have their own cyber vulnerabilities. If these countries decide to deploy
forces, it will require logistics. One industry that
is important to secure is logistics because it is a
valuable target for hackers. Airports, seaports,
railways are all operated by automated and connected systems, which again might carry their
own cyber vulnerabilities. In 2017, for example,
many port activities around the world were seriously hampered by NotPetya ransomware.
During an operation, NATO troops will
likely rely on contractors for water, food, oil
and several other services, such as electrical
power, Internet service providers etc. During an operation, additional capabilities could
be provided by non-NATO entities, such as
space-based assets for weather forecast, troops'
positioning, or imagery.11 All of these external
resources may be targeted by hackers trying to
hamper NATO operations. The threat could
also be somewhere else.
Chris: Please explain.
JérÔme: Another battle is raging with the information warfare. As Sun Tzu wrote 25 centuries

ago, the "art of war" is how to defeat the enemy
without fighting. The progress made by computer science and the stunning development
of interconnected networks have considerably
changed the information environment. Digital
information is now instantaneously shared with
millions of people. The manipulation of information, with daily improving sophisticated
techniques, and the possibility of spreading it
to a wide number of targeted people, with some
content tailored to their habits and preferences,
has projected the battlefield to the information
environment. Botnets and robot trolling,12 fake
news, and deep fakes,13 and the use of social media14 ― all serving misinformation and disinformation purposes ― are some of the weapons
used in this battle. In combination with the
more traditional means of waging war, and cunningly used by malicious parties, they may well
be a game-changer.
Chris: What conclusion do you draw from all
of this?
JérÔme: It is more of an advice than a conclusion. Cyberspace operations moved away from
being just an information technology issue a
very long time ago. It would be a mistake to
consider it from a purely computer information systems point of view. Rather, cybersecurity should be a concern for everyone, at
all levels, from the highest decision-makers to
the simple users of the systems, and as such it
should be fully integrated in all activities, from
as early in the process as possible. Cyber is a

fully integrated cross-cutting activity, which
everyone should plan for in their own area of
expertise. If one fails to plan for cyber, he is
planning to fail. The question is not if a cyberattack will happen to you, but when. Don't be
the weakest point of your organization.
Chris: Thank you for sharing your insights. 
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